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Abstract 

The rapid growth of the world wide web has considerably increased the accessibility and sharing of 

multimedia data. The availability of various image processing application software and tools has made 

data susceptible to modifications with higher level of expertise. As a result, the digital assets are facing 

severe challenges such as violation of copyright and intellectual property rights, security threat etc. It is 

difficult to ensure that the data received over the internet is same as shared by the owner. The authenticity 

and the integrity of the multimedia data received or shared over the internet can be preserved by 

embedding a digital watermark into the original image. The present study performs a comprehensive study 

of digital watermarking on still images. Some of the most probable threats on the still images are 

illustrated and a review of significant literature based on various watermarking techniques proposed by 

researchers over the past few decades is discussed. The main aim of the study is to gain a detailed insight 

about digital watermarking in order to pursue further research in the said area. 

Keywords: Digital watermarking; watermarking techniques; multimedia data; malicious attacks; security 

threats; image protection; image authentication; tamper detection 

1.0 Introduction 

The growth of multimedia with information and communication technology has enabled easy accessibility 

and rapid sharing of enormous amount of data over the internet. The use of multimedia data such as 

images, audio and video provide an effective medium of communication as they are easy to understand. 

The availability of various image processing application software and tools has made the task of image 

tampering easier with higher level of expertise such that it is visually difficult to differentiate between the 

original and the modified image. As a result, the digital assets are facing severe challenges such as threat 

of unauthorized possession, violation of copyright and intellectual property rights, security threat etc.  
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The authenticity and the integrity of the multimedia data received or shared over the internet cannot be 

guaranteed. 

The present study performs a comprehensive review of digital watermarking with respect to still images. 

Section 2 illustrates the most probable attacks on the images and identifies the major threats arising due 

the attacks. Section 3 gives a theoretical explanation about digital watermarking and provides a 

classification based on various parameters. Some of the major emerging applications of digital 

watermarking are discussed in section 4. Section 5 gives a review of significant literature based on various 

watermarking techniques proposed by researchers while section 6 concludes the research study. 

2.0 Attacks on the Images 

The ease of sharing multimedia data over the internet and the availability of various image processing tools 

has made the digital images vulnerable to modifications. The data received over the internet are 

manipulated without the knowledge of the owner. Some of the most common types of attacks or 

modifications performed on the images (Dirik and Memon, (2009), Mahidan and Saic, (2009a), Mahidan 

and Saic, (2009b), Elwin et. al, (2010) and Qu et. al, (2009)) are splicing, image retouching, geometrical 

transformations (Dong et. al, 2005) and copy – and move attacks (Chen and Wang, 2009). Each of these 

attacks is briefly discussed below. 

a) Splicing: In this type of attack two independent images are combined to form a third image. 

Example1: As shown in Figure 1, (a) and (b) depicts two independent images accessed from the web 

without the permission of the owner. However, the originality of these images as shared by the owner 

cannot be ensured. Using some of the easily available image processing tools a portion of the image from 

(b) has been cropped and is inserted into image (a). The resultant new image formed is (c). 

Figure 1: (a). Original image of a garden (b). Original image of a tiger (c). Image created by inserting portion of 

image (b) into image (a) 
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Example 2: A quite common type of malicious attack is illustrated in Figure 2 where a signature in an 

original document is replaced with a counterfeit signature. Figure 2 (a) shows a copy of an original invoice 

with the owner’s signature while the forged scanned signature shown in (b) is used to replace the original 

signature in (a). Thus, the manipulated invoice is seen in (c). Such modifications performed on the 

documents are indistinguishable and are difficult to detect without the owner’s knowledge. 

 

Figure 2: (a). Copy of an original invoice (b). Scanned image of a signature (c). Original invoice with 

manipulated signature 

b)  Image retouching: In this type of attack the background of the image is either changed or    enhanced for 

the purpose of improving the quality of the image. 

Example 3: In Figure 3, image (a) is the original image in which the background of the image is enhanced 

using image processing tools to increase the quality of the image. Such modifications or enhancements can 

be done on the images by increasing the hue, contrast or the brightness of the image. The enhanced image is 

seen in (b). 

 

Figure 3: (a). Original image (b). Retouched image (Elwin et. al, 2010) 

c) Geometrical transformations: In this type of attacks, the images are altered by applying various 

transformation functions such as scaling, rotation and translation. The operation is performed by 
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copying a portion of the image, applying transformation function on them and then inserting the 

transformed portion into the same image. 

Example 4: Figure 4 (a) shows the original image having only one cartridge. The image of the cartridge 

has been copied, translated and then placed into the same image as seen in (b). Therefore, the originality 

of the image having only one cartridge has been modified with that of two cartridges. Such 

transformations done with ill intentions change the sense of the image and cause serious complications 

when produced as evidences during legal proceedings. 

Figure 4: (a). Original image (b). Geometrically transformed image (Elwin et. al, 2010) 

 

d) Copy-Move attack: In this type of attack, a portion of the image is copied and then pasted over some 

part of the same image for the purpose of hiding certain areas or information. 

Example 5: Figure 5 (a) shows an image having two jeeps. In (b), one of the two jeeps have been covered 

by the image of a foliage copied from the same image and therefore the originality of image (a) is lost. 

Again, such attacks change the gist of the images and convey a wrong manipulated message which further 

causes serious problems. 

 

 

Figure 5: (a). Original image (b). Tampered image after copy move attack (Huang et. Al, 2008) 

 

 

2.1. Threats on the Images 
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The major threats arising due to most common and probable attacks on the images discussed in the 

preceding sections are identified as follows: 

• Loss in the originality of the images due to their rapid sharing, tampering and alterations 

• No assurance about the authenticity and the integrity of images received or shared over the internet 

• Threat of unauthorized possession due to the modifications in the original image without the 

knowledge or the permission of the owner 

• Unauthorized possession of digital assets leading to copyright and intellectual property violation 

(Samuel and Penzhorn, 2004) 

• Change in the gist of the image due to malicious modifications on the important documents, printed text 

and images with an ill intention. This eventually increases the probability of security threat and 

complications during legal proceedings. 

Distribution of modified images over the internet leads to spreading of wrong information among the web 

users. 

 

3.0 Digital Watermarking: A Theoretical Overview 

The challenges and the threats faced by the mages as identified in section 2.1 is a major concern. Various 

study and research are carried out for securing the authenticity and the integrity of the digital content 

shared over the internet. One of the ways to secure the images is by applying a cryptographic algorithm 

using a private-public key pair. The implementation of cryptographic algorithms for enforcing security has 

prerequisites and limitations (Bartolini et. al, 2001) which are mentioned as follows: 

• The cryptographic algorithms require some additional information embedded into the data to be 

secured. The information is in the form of a header or a separate file comprising of the details about 

the applied algorithm such as the type and the name of algorithm, public key, hashing function used 

etc. 

• One of the major limitations of the cryptographic algorithms is that they are not capable of detecting the 

type of attack on the image. 

• By using cryptography, the tampered area in the image cannot be localized and identified. 

Considering the drawbacks of the above suggested approaches, the authentication and the integrity of 

images can be protected by embedding some kind of information or a digital signature into the original 

image in the form of a digital watermark (Haldar et. al, 2010). The digital watermarking is referred as: 

“The act of hiding some information into an underlying data for the purpose of content protection or 

authentication”. The image into which the watermark is embedded is referred as the host image or 
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original image and the information to be embedded is referred as a watermark (Sarkar and Sanyal, 2014). 

An image having an embedded watermark into it is referred as a watermarked image. In order to 

authenticate an image or to detect any tampered area in an image, the embedded watermark is extracted 

from the watermarked image and is then compared with the original watermark. The digital watermarking 

process is represented using a block diagram in Figure 6. 

A digital watermark can be a digital signature in the form of a logo of an organization, initials of the 

owner, parts of an image etc. In an ideal situation there should be no visual difference between the host 

image and the watermarked image. Figure 7 (a) depicts a host image into which the watermark (b) is 

embedded to form a watermarked image (c). Visually it is difficult to detect any difference between the 

host image (a) and the watermarked image (c). It is preferable that the watermark be embedded into a 

major portion of the host image such that any alteration to the watermark damages the host image 

(Podilchuk and Zeng, (1998), Wolfgang et. al, (1999), Podilchuk and Delp, (2001)) and helps in detecting 

or localizing a tampered area in an image easily. 

Figure 6: Block diagram of digital watermarking process 

 

Figure 7: (a) Original host image (b) Watermark image (c) Watermarked image 

(Mohanarathinam et. al, 2019) 

 

3.1. Classification of Digital Watermarking Techniques 
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The digital watermarking techniques are classified (Chawla et. al, (2012) and Boreiry and Keyvanpour, 

(2017)) based on the human perception (Vleeschouwer et. al, 2002) i.e., whether they are noticeable or not, 

method of detection, domain of insertion (spatial or frequency domain), robustness of the algorithm 

(Xuehua, (2010), Mohanarathinam et. al, (2019)) and the type of multimedia document on which it is 

applied such as image, audio or video. Figure 8 depicts the classification of watermarking techniques 

(Allaf and Kbir, 2019). 

Based on the human perception, digital watermark is classified as either perceptible or imperceptible: 

a. Perceptible watermark: In case of perceptible or visible watermark, the watermark image can be 

recognized or noticed with the host image. For example: Overlaying an on-screen graphics or a logo 

on an image for the purpose of copyright protection. 

b. Imperceptible watermark: With imperceptible or invisible watermark, the message or the watermark 

image is hidden within the host image. For example : Embedding a secret message or a code within the 

host image for the protection and detection of malicious image tampering. Invisible watermarks are 

either fragile, semi-fragile or robust.  

i. Fragile watermark: Fragile watermarking techniques are sensitive to the changes in an image. 

The tampered images are detected based on the state of the watermark. These watermarking 

techniques are used for protecting the integrity of the image since they have the capability to 

detect a tampered image. 

ii. Semi-fragile watermark: Semi-fragile watermarking techniques are those that accept fewer 

operations such as compression, less noise etc. but are sensitive to transformations such as 

cropping, shifting, rotation etc. 

iii. Robust watermark: Robust watermarking techniques are resistant to some image 

transformations, processing and lossy compression. During image transformation, compression 

or attacks the embedded watermarks are not destroyed. These watermarking algorithms are 

majorly used for embedding copyright information into the host image. 

                          Figure 8: Classification of watermarking techniques (Allaf and Kbir, 2019) 
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The watermarking techniques are also classified based on the domain in which they are inserted i.e., spatial 

or frequency domain: 

a. Spatial domain techniques: The spatial domain techniques are applied on the pixels of the image by 

embedding a watermark in the form of least significant bits (LSB) or by using the statistical 

characteristics of the pixel or by hiding watermark in the texture part of the image. 

b. Frequency domain techniques: These techniques use the frequency components of the image. 

Frequency domain algorithms embed watermark in the transform domain of the image and thereafter 

convert the image to spatial domain. The majorly used frequency domain methods are Discrete Fourier 

Transform (DFT), Discrete Cosine Transform (DCT), Discrete Wavelet Transform (DWT) and Discrete 

Slantlet Transform (DST) (Mundher et. al, 2014). 

Although the frequency domain techniques provide better security, recovering the watermark from the 

host image at the receiver’s end is a complex process (Chandrakar and Bagga, 2013). Moreover, 

performing computations using frequency domain is also quite complex as compared to using spatial 

domain techniques (Schyndel et. al, 1994). Table 1 depicts a comparison between the watermarking 

methods based on spatial and frequency domain in terms of complexity, capacity and robustness (Allaf and 

Kbir, 2019). 

Table 1: Comparison between spatial and frequency domain techniques (Allaf and Kbir, 2019) 

Characteristics Spatial 

Domain 

Frequency 

Domain 

Complexity Low High 

Capacity High Low 

Robustness Low High 

 

4.0 Applications of Digital Watermarking 

The wide range of applications of digital watermarking includes image authentication, image tampering 

and fraud detection, content protection, source tracking, copyright protection etc. Source tracking and 

tampered image detection helps in the prevention of spreading of fake, edited and manipulated images. 

Dissemination of such fake images misleads the people and disturbs the peace of the society. The use of 

digital watermarking for copyright protection prevents the ownership violation and preserves the owners 

right for its intellectual property. 

Some of the major emerging application areas of digital watermarking are discussed as follows: 

1. Healthcare (Coatrieux et. al, (2006), (Singh and Rai, (2018), Allaf and Kbir, (2019)): The development 

of multimedia with information technology has given a boost to the healthcare sector by enhancing the 
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services such as telemedicine, seamless sharing of electronic records of patients etc. The sharing of 

confidential patient data over the internet requires security of healthcare information management. 

Various digital watermarking techniques developed for the protection of healthcare management 

(Memon et. al, (2011), Al-qershi and Khoo, (2011), Gunjal and Mali, (2012), Abhinav and Chandan, 

(2014), Gull et. al, (2018)) can be used for securing patient records and to provide authentication, 

verification and hiding the data. 

2. Video surveillance (Bartolini et. al, 2001): Video surveillance is widely used as a means for 

implementing security by continuously monitoring institutions, industries, sensitive areas, remote 

locations etc. The visual data captured is stored in a central unit and is used for analysis during any 

attack or in case of legal proceedings. Therefore, it is necessary to protect the visual data against any 

malicious attacks or tampering. Use of watermarking- based authentication is helpful for detecting the 

content tampering and for getting the original data. 

3. Binary document images (Brassil and Gorman, (1996), Brassil et. al, (1999), (Chen et. al, (2001), 

Hu, (2005), Daraee and Mozaffari, (2014)): The use of binary document images has increased due to the 

easy availability of scanners and digital cameras. Digital documents are majorly used in bank cheque, 

engineering and architectural drawings, road maps, art works, literature, e-books, art works etc. There 

arises a need to protect the digital documents from copyright threats, copy control marginal note, and 

authentication. Watermarking techniques can be applied to the binary documents for the protection 

against various threats and attacks. Digital watermark can be embedded using various methods such as 

shifting a line, word, or character in a text (Low et. al, (1995a), Low et. al, (1995b), Maxemchuk and 

Low, (1997), Low et. al, (1998), Low and Maxemchuk, (1998)) modifying the boundaries (Mei et. al, 

2001) partitioning the image into fixed blocks (Koch and Zhao, (1995), Pan et. al, (2000), Wu et. al, 

(2000), Tseng and Pan (2000)) modifying the features of the character (Bhattacharjya and Ancin, 

(1999), Amamo and Misaki, (1999)) or the run- length patterns (Matsui and Tanaka, 1994) or the half-

tone images (Baharav and Shaked, 1999). 

4. Relational database (Guo, (2011), Farfoura et. al, (2012), Khanduja et. al, (2012), Khanduja, 

(2017)): Initially, the implementation of digital watermark was focused on multimedia data only, but 

now it has been extended to the database systems due to its increased usage in real-life applications 

(Haldar et. al, 2010). The need to protect the relational databases using digital watermarking was 

identified by the researchers Khanna and Zane (2000) and Agrawal and Kiernan (2002). Using digital 

watermarking for protecting the relational databases ensures its integrity (Hacigumus et. al, (2002), 

Agrawal et. al, (2003)), helps in data mining applications (Agrawal and Srikant, 2000), used during 

online B2B interactions (Hu and Grefen, 2002), used for ownership identification and information 

recovery (Khanduja et. al, 2014) etc. 
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5. Forensic science (Guojuan and Dianji, (2011), Piva, (2013)): Digital watermarking image forensics is 

used for copyright protection and acts as a record of authenticity for electronic evidence in legal 

proceedings. The documents used for watermarking in forensics can be images, video, audio and text 

images. Robust digital watermarking is used for mediating the source of the image while fragile 

watermarking gives an assurance of authenticity of the image. There are two forms of watermarking 

used in image forensics, i.e. active and passive. In case of passive image forensics (Guojuan and 

Dianji (2011), Allaf and Kbir, (2019)) the authenticity of the digital images can be determined after 

extracting the watermark image from the host image. While in case of active image forensics, 

watermark image is embedding using the digital cameras used while capturing the images. The use of 

active image forensics is not been popular since the watermarking digital cameras incur huge 

investments to be capable of embedding a watermark into the image. 

 

5.0  Review of Li terature  

A significant review on digital watermarking (Hartung and Kutter, (1999), Muharemagic and Furht, 

(2001), Wang et. al, (2009), Zhang, (2009), Angelo et. al, (2010), Haldar et. al, (2010), Wojtowicz and 

Ogiela, (2012), Husain (2012), Chandrakar and Bagga, (2013), Sarkar and Sanyal, (2014), Farooq et. al, 

(2015), Verma and Jha, (2015), Tyagi and Singh, (2016), Pal et. al, (2018), Mohanarathinam et. al, (2019)) 

is performed and the techniques are classified based on their domain (spatial or frequency), characteristics, 

functionality, approach and granularity. Authors Kaur and Kaur (2013) performed a comparison of digital 

watermarking with other data hiding techniques such as steganography, fingerprinting, cryptography and 

digital signature. Tao et. al. (2014) performed a review of various frequency / transform domain 

watermarking techniques on the basis of theoretical analysis and their performance. 

 

5.1. Performance Evaluation of Watermarked Image 

The most frequently used quality metrics (Naveed et. al, (2015) and Allaf and Kbir, (2019)) are used for 

evaluating the performance of the watermarked image are Mean Square Error (MSE), Peak-Signal-to-Noise 

Ratio (PSNR), Structural Similarity (SSIM), Euclidean distance (ED). Other used quality metrics (Kuttera 

and Petitcolas, 1999) are: Image Fidelity (IF), Normalized Mean Square Error (NMSE) and Correlation 

Quality (CQ). The Peak-Signal-to- Noise Ratio (PSNR) is measured in decibels and is the most commonly 

used metrics for measuring the ratio of noise between the original and watermarked image. Desirable PSNR 

value should be greater than 30 dB. In order to get a good quality watermarked image large PSNR and 

small MSE values are desirable Potdar et. al (2005). PSNR is calculated as: 
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where, 

MAXI is the maximum possible pixel value of the original image I (for an image represented with 8 bits the 

MAXI = 255) 

MSE is the Mean Square Error between the original and the watermarked image and is measured as: 

 

 

  

where,  

I (i, j) represent the original image 

Iw (i, j) is the watermarked image 

M x N is the dimensions of the image 

A review of digital watermarking techniques classified based on the domain in which they are inserted is 

presented. Section 5.2 discusses the techniques based on spatial domain while those based on the frequency 

or transform domain is discussed in section 5.3. 

 

5.2. Spatial Domain Techniques 

The spatial domain algorithms for embedding a watermark are directly applied on the pixels of the host 

image. A digital watermark is embedded into the host image using various techniques such as: in the form 

of LSB (Schyndel et. al, (1994), Bamatraf et. al, (2010)), by using the statistical characteristics of the pixel 

or by hiding the watermark in the texture part of the image (Xuehua, 2010). The watermarking techniques 

which embed the information into the LSB of the host image are less likely to produce visual artifacts in 

the image (Yeung and Mintzer, 1997). Moreover, the LSB of the image gets modified with any alteration 

in image, and therefore image verification becomes easier. But it is also to be noted that altering an image 

without modifying the LSB is not very difficult and in this case image verification based on LSB fails to 

detect an altered image. Using LSB approach fails to determine the modified areas in the image. To 

overcome the drawbacks of the approaches based on modification of LSB of the image, an invisible 

watermarking technique for protecting the integrity of the image has been proposed by authors Yeung and 

Mintzer (1997). Their approach was used to verify if any part of the image had undergone any changes. The 

approach consisted of two processes; watermark embedding with generation of verification key and 

extraction. In the first step the watermark image was embedded into the host image and generated a 
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pseudo random number referred as a verification key. In the second step the embedded watermark was 

decoded from the host image based on the verification key and then extracted for verification. Singh et. al 

(2012) proposed a method to convert the watermark into an 8-bit image and then embed it to the LSB of 

the original image. Thereafter, during the extraction process, the watermark was scaled to check the 

quality of the watermarked image. 

Cryptographic algorithms and hashing were used in various ways with the spatial domain watermarking 

techniques for securing the watermark along with the host images. As suggested by Friedman (1998) a 

digital signature can be attached to an image which can either be encoded or can be secured using a hash 

function. With this approach, the digital signature attached with the image requires extra bandwidth and 

storage. Moreover, any changes made to the image can be detected but its position cannot be located. 

Wong (1998) in his technique used cryptography and hashing function for verifying the integrity and the 

ownership of the image. The image was verified by extracting the watermark from the watermarked image 

using a secret key known only to the owner and a cryptographic hash function. With an inappropriate secret 

key, the obtained image was equivalent to random noise. The proposed technique was capable of detecting 

and localizing the changes in an image. Fridrich et. al (2000) proposed an index independent 

watermarking approach using an encryption mapping approach. The encryption mapping approach or the 

block cipher considered a block of local neighbours of a pixel. The image was authenticated by scanning 

each individual row. By using more than one pixel for encryption mapping the attacks on the image was 

prevented since some neighbours used in the mapping function had already been modified earlier. Lin et. 

al (2005) presented a hierarchical digital watermarking approach using parity checking, average intensities 

of the pixels and secret key with public chaotic algorithm for tamper recovery. Due to the hierarchical 

nature of the approach, the level of image inspection increased with the hierarchy and hence increased the 

accuracy of tamper localization. The proposed approach was quite sensitive to error pixels; i.e., for one 

tampered pixel in a block, the whole block was considered invalid. Later, as an extension to the approach 

by Lin et. al (2005), Lee and Lin (2008) proposed a dual watermarking approach where two copies of 

watermark were kept for each non-overlapping block. The process was performed using three steps. 

During the first step, a watermark was embedded into an image. In the second step, the tampered blocks 

were detected using a 3-level hierarchical error block checking. In the third step, tampered blocks were 

recovered using 2- stage block recovery scheme. Another low-cost colour image watermarking approach 

for protecting the most valuable area in the image was by using quad tree for segmenting the image into 

large and small regions (Phadikar et. al, 2009). The larger regions of the image are the regions having 

uniform intensities while the non-uniform portions depicting the critical information of the image were 

represented using the smaller regions. By inserting the encrypted watermark into the variable sized small 

region helped in protecting the image form attacks without any visual distortions. 
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Authors Surekha and Swamy (2011) embedded binary watermark into the image using visual 

cryptography which created two shares of the watermark. One share of the watermark was superimposed 

on the host image while the other one was kept secret with the owner. Three techniques were proposed 

while embedding the watermark. The single watermarking embedding technique created public share and 

private share for embedding and extracting a binary watermark from the host image. It was extended to 

multiple watermarking embedding technique and iterative watermark embedding where the same binary 

watermark was embedded into different positions of the original image. The approaches were tested on 

different types of images against various attacks and it was found that the approaches failed to resist the 

rotation attack completely. 

 

Other approaches were also used in the spatial domain watermarking techniques such as randomly 

modified the intensity of the pixels of the host image for protecting the copyright of digital images 

(Nikolaidis and Pitas, 1998). In this process, during watermark detection, a comparison of the mean 

intensity values of marked and unmarked pixels was carried out. The proposed watermarking approach 

was resistant to JPEG compression and low passes filtering. Authors Phiasai and Temdee (2014) proposed 

a watermarking technique for protecting the copyright of facial images using phase correlation technique 

for embedding the watermark. Cropping a face from an image without the permission of the owner was 

prevented by embedding a binary watermark into the facial region of the image. The extraction of the 

watermark did not require the original image. In order to check if any image tampering had been done, the 

watermarked pixel was subtracted with the predicted pixel. Authors Tiwari and Sharma (2017) presented an 

image authentication approach based on vector quantization (VQ) specifically suitable for aerial images. 

Robust and semi-fragile watermarks were embedded into the host image in successive two stages and 

therefore ensured double protection to the images. By combining robust watermarking with VQ ensured 

the security of the host image 

whereas semi-fragile watermarks with VQ helped during the authentication of the received images. The 

approach was tested using PSNR and bit error rate threshold benchmarks.  

 

5.2. Frequency Domain Techniques 

The majorly used frequency domain methods are Discrete Fourier Transform (DFT), Discrete Cosine 

Transform (DCT), Discrete Wavelet Transform (DWT) (Farooq et. al, 2015) and Discrete Slantlet 

Transform (DST) (Mundher et. al, 2014) as discussed in section 3.1. The frequency domain algorithms 

embed a watermark into the frequency/ transform domain of the image and thereafter convert the image to 

spatial domain. Fridrich (1998) divided the image into larger blocks of size 64 x 64 for embedding a 

watermark into each block with the help of a secret key, block number and the content of the block. The 
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identification number of the camera used for capturing the image was considered as a secret key. In order 

to detect and verify the image, the author extracted few bits from each block and for each block the 

number of correctly recovered blocks is added and the probability of getting correct blocks was calculated. 

The approach was found robust against noise and sharpening. Authors Kundur and Hatzinakos (1998) used 

the DWT domain of the image for embedding the watermark into the host image. The approach helped in 

detecting tampered images and other distortions arising due to filtering and compression. The watermark 

was embedded by quantizing the co-efficient using a user defined key such that any changes in the signal 

(image) would change the watermark. The difference in the embedded and extracted watermark depicted 

the changes made in the image. 

Fridrich and Goljam (1999) proposed two techniques based on modulating the DCT co- efficient for 

embedding the watermark. In the first technique, the middle band of frequencies were modulated while the 

second technique modulated the lower band frequencies. Both the techniques were first converted into a 

standardized form for comparison and thereafter the other parameters such as the strength of the 

watermark, its threshold value (decision statistics) was adjusted. The techniques were implemented for 

embedding one of 1 -bit and another 60-bit watermark. Various transformations were applied on the 

images for testing the robustness of each watermarking technique. Based on the testing results, the author 

concluded that the second approach of modulating lower band frequencies gave better results for both 1-

bit and 60-bit watermark. 

Cryptographic algorithms were also used by researchers for embedding a secured watermark into the host 

image using the frequency domain. Authors Tai and Chang (2003) embedded a binary watermark logo into 

a host image by encrypting the bitmap form of the watermark image using DES algorithm and a secret key. 

A unique ID was generated with each image known only to the owner using which the encrypted 

watermark could be retrieved. The simulation of the algorithm depicted that it was robust against noise 

and cropping attacks. Samuel and Penzhorn (2004) presented a watermarking technique in which the 

watermark image was encrypted using AES algorithm and thereafter was hashed using Secure Hash 

Algorithm (SHA- 1). Using double encryption helped in ensuring the integrity of the watermark image. 

The watermark was embedded and extracted using DCT and the approach was found robust against scaling 

and cropping of the host image. Tiwari et. al (2013) in his proposed algorithm encrypted the digital 

watermark using DES algorithm and then embedded it into the original image after applying two-level 

DWT on it. The application of DES algorithm using a secret key ensured security of the watermark and 

the two-level DWT preserved the robustness of the approach. Mundher et. al (2014) used the DST of an 

image for embedding an encrypted watermark for ownership authentication. The encrypted watermark was 

converted into a random sequence of bits. Initially, the host image was divided into red, green and blue 

channels and the watermark 
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was embedded into all the three channels using DST. The performance evaluation was done by computing 

PSNR and the most suitable channel for embedding the watermark was selected. The experimental 

analysis of the approach was performed for collecting the initial results by applying salt and pepper noise 

and Poisson noise on the host image. The results concluded that the blue channel in their host image was 

most suitable for watermark embedding. 

Bit decomposition technique was used for embedding multiple watermarks in an image Niu et. al (2000) in 

order to prevent the attackers from embedding his own watermark in the same image. The bit 

decomposition technique divides a gray level digital watermark into a series of binary images which were 

embedded into different positions of the original image. The robustness of the approach was tested by 

applying some image transformation functions to and it was observed that the approach was capable of 

resisting normal image processing operations and compression. Wang et. al (2008) proposed a fragile 

chaotic watermarking algorithm for the authentication of JPEG images. To embed a watermark into the 

host image, the DCT co- efficient of the image was directly modified after quantization. The proposed 

approach was less complex as computations for full decoding and re-encoding was avoided. The 

experimental results depicted that the approach was sensitive to tamper localization in the image. Xuehua 

(2010) applied a series of transformations on the host image using the DCT-based for protecting the 

embedded copyright information into a host image. The experimental observations proved that the DCT 

based approaches were resistant to compression, cropping, filtering and scaling. In order to compare the 

robustness of the watermarking approaches against various image transformations such as rotation, scaling, 

shearing and addition of noise, authors Aparna and Ayyappan (2014) performed an experimental analysis 

of different watermarking techniques based on DCT, DWT and a combination of DWT and DCT. The 

approaches were applied on the complete image and also after dividing the host image and watermark into 

four parts and the efficiency of the algorithms was measured using PSNR. The experimental results 

depicted that the algorithms based on the combination of DCT-DWT were robust against different attacks as 

compared to the other approaches in case of complete images. While in case of a divided images, the 

approach was resistant to noise attacks only. 

 

6.0 Conclusion 

In the present study, a comprehensive study about digital watermarking is performed. Since the widespread 

accessibility and sharing of multimedia data over the internet has resulted into severe challenges such as loss 

in originality of the images, threat of unauthorized possession, violation of copyright and intellectual 

property rights and security threat, embedding a digital watermark into the host image has been identified as 

one of the ways to protect the images against integrity attacks. The following conclusions are derived from 

the study: 
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• Digital watermarking has been identified as one of the better options for detecting and localizing 

tampered area in the images as compared to using only cryptographic algorithms for protecting the 

digital data. 

• However, cryptographic algorithms and hashing functions were used to encrypt the digital watermark 

before embedding for providing security to the watermark. 

• Initially, digital watermarking was used to protect multimedia data only but now its applications has 

been extended to secure the database systems also due to their increased usage in real-life applications. 

• In order to protect the complete image from malicious attacks it is preferable to embed the watermark 

into a major portion of the host image rather than embedding only in the region of interest. Embedding 

the watermark into multiple portions of the host image, helps in easy detection and localization of 

tampered area. 

• In order to have no visual difference between the host image and the watermarked image, the spatial 

domain techniques which embed the watermark into the LSB of the host image are preferred as they 

are less likely to produce visual artifacts in the image. Also, the LSB of the image gets modified with 

any alteration in image and therefore image verification becomes easier. 

• On the other hand, sometimes the LSB approach also fails to determine the modified areas in the image 

since altering an image without modifying the LSB is not very difficult. In this case the modified areas in 

the image cannot be detected. 

The frequency domain watermarking techniques provide better security as compared to the spatial domain 

techniques, but performing computations while recovering the watermark from the host image is quite 

complex. 
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